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Aims and Introduction
This policy fulfils the Abbey College’s obligation to have an appropriate policy
documentin place where the processing of Special Category Biometric data is
carried out.
The Biom etrics Policy governs the academy’s collection and processing of
biom etric data.
The academy will comply with the additional requirements of sections 26 to 28 of
the Protections of Freedoms Act 2012, this includes provisions which relate to the
use of biometric data in schools and colleges who use an automated biometric
recognition system.These provisions are in addition to the requirements of GDPR.

Scope of the Policy
This policy applies to allacademies who collect and process biometric
data.

Responsibility
The Operations Com mittee with responsibility for Audit & Risk is responsible for
reviewing this policy on an annual basis.
The Headteacheris responsible for ensuring the provisions in this policy are
implemented consistently.
The appointed Data Protection Officer (DPO) for Abbey College is Meridian Trust,
who is responsible for:
i. Monitoring the academy’s compliance with data protection legislation in
relation to the use of biometric data.
ii. Advising on whenitis necessary to undertake a data protection impact
assessment (DPIA) in relation to the academy’s biometric system(s).
iii. Being the first point of contact forthe ICO and forindividuals whose data is
processed by the academy and connected third parties.

4. Whatis biometric data?

4.1

4.2

4.3

Biometric data means personalinformation aboutan individual's physicalor
behavioural characteristics that can be used to identify that person; this can
include their fingerprints, facial shape, retina and iris patterns,and hand
measurements.

The Information Commissioner considers all biometric information to fallunder
the definition of “special category” data as defined by the Data Protection Act
1998; this means thatit must be obtained, used and stored in accordance with
that Act.

This policy com plies with The Protection of Freedoms Act (section 26 to 28) These
provisions are in addition to the requirements of the Data Protection Act 1998.

5. Whatis anautomated biometric recognitionsystem?

5.1

An automated biometric recognition system uses technology which measures
anindividual's physical or behavioural characteristics by using equipment that
operates ‘automatically’ (i.e., electronically). Information from the individualis
automatically compared with biometric information stored in the system to see if



there is a match in order to recognise or identify the individual.

6. Whatdoes processing data mean?

6.1

6.2

6.3

6.4

7.
7.1
7.2

‘Processing’ of biom etric information includes obtaining, recording or holding the
data orcarrying outany operation or set of operations on the data including (but
not limited to) disclosing it, deleting it, organising it or altering it

As biometric data is classed as ‘special category’personaldata in order to
lawfully process this data,the academy must have a legal basis for processing.
When processing biometric data,the academy relies on explicit consent (which
satisfies the fair processing conditions for personaldata and special category
data).Consentis obtained using the consent form in the attached appendix.
The academy processes biometric data as an aim to make significant
improvements to the provision and payment of school meals. This is to ensure
efficiency; to eliminate the need for cash being used and to streamline the
delivery of school meals.

Biom etric systems usually store measurements taken from a person’s
physical/behavioural characteristics and notimages of the characteristics
themselves. For example,a fingerprintimage is not stored on the system but
measurements from the fingerprint are converted into a template and the
template is stored.The templates are also biometric data.

Notification and Parental Consent

The academy will not process biom etric information without the relevant consent.

Consent for students

i When obtaining consent for students, parents will be notified that the
academy intends to use and process their child’s biometric information.
The academy only requires written consent from one parent (in
accordance with the Protection of Freedoms Act 2012), provided no parent
objects to the processing.

ii. If a parentobjects to the processing, then the academy will notbe
permitted to use that child’s biometric data and alternatives will be
provided.

iii. The child may also object to the processing of their biometric data.If a child
objects,the academy will not process or continue to process their biom etric
data,irrespective of whether consenthas been provided by the parent(s).

iv. Where there is an objection,the academy will provide reasonable
alternatives which will allow the child to access the same facilities that they
would have had access to had their biometrics been used.

2 Students and parents can also objectata later stage to the use of their
child’s/their biometric data.Should a parent wish to withdraw their consent,
they can do so by writing to the academy using the relevantemailaddress
requesting thatthe academy no longer uses their child’s biometric data.

vi. Students who wish for the academy to stop using their biometric data do
not have to put this in writing but should let their RSL (Raising Standards
Lead) know.

vii.  The consent will last for the time period that the child attends the academy



(unless it is withdrawn).
viii. In the context of the Protection of Freedom Act 2012 a “child”" means a
person under the age of 18.

7.3 Consent for staff
73.1 Theacademy willseek consent of staff before processing their biometric data.
732 Ifthe staff member objects,the academy will not process or continue to
process the biometric data and will provide reasonable alternatives. Staff
who wish for the academy to stop using their biometric data should do so by
writing to the Headteacher.
733 The consent will last for the time period thatthe staff memberremains employed
by the academy (unless itis withdrawn).

8. Thestudents righttorefuse
8.1 The academy willnot process the biometric data of a studentunder the age of 18
in the following circumstances:
i The student (verbally or non-verbally) objects or refuses to participate in
the processing of their biometric data
ii. No parent or carer has consented in writing to the processing
iii. A parent has objected in writing to such processing, even if another parent
has given written consent
8.2 Ifa studentobjects orrefuses to participate, or to continue to participate,in
activities thatinvolve the processing of their biometric data,the academy will
ensure that the student’s biometric data is nottaken orused as partofa
biom etric recognition system, irrespective of any consent given by the student’s
parent(s).

9. Providing alternatives

9.1 Students and staff have the right to not take partin the academy’s biom etric
system.

9.2. Where anindividual objects to taking partin the academy’s biometric system(s),
reasonable alternative arrangements will be provided thatallow the individual to
access the relevantservice,e.g.where a biometric system uses fingerprints to
pay forschoolmeals, the person willbe able to use a 4 digit PIN instead or by
name lookup.

9.3. Alternative arrangements will not put the individualatany disadvantage or
create difficulty in accessing the relevant service, or result in any additional
burden being placed on the individual (and the student’s parents, where
relevant)



Appendix A - Sample

NOTIFICATION OF INTENTION TO PROCESS STUDENTS’ BIOMETRIC INFORMATION

Dear parent/carer,

The academy wishes to use information about your child as partofan automated

biom etric recognition system.This is for the purposes of paying for food via our cashless
catering system.The information from your child that we wish to use is referred to as
‘biom etric information’ (see next paragraph).Under the Protection of Freedoms Act 2012
(sections 26 to 28),we are required to notify each parentand obtain the written consent
of atleastone parentbefore being able to use a child’s biometric information foran
automated system.

Biom etric information and how it willbe used

Biom etric information is information abouta person’s physical or behavioural
characteristics that can be used to identify them, for example,information from their
fingerprint. The academy would like to take and use information from your

child’s fingerprint for the purpose of providing your child with our cashless catering
service.

This automatic system willtake measurements of your child’s fingerprintand convert
these measurements into a template to be stored on the system.An image of your child’s
fingerprint is not stored. Most of the data relating to the fingerprintis discarded and only
random points on the fingerprint are retained. These random points are then converted
into essentially a string of numbers and stored on the Academies ICT server. As the
fingerprintimage is not captured or stored it would not be possible to ‘recover’ the total
image. Itis this string of numbers thatis used to permityour child purchase food.

You should note thatthe law places specific requirements on schools and colleges when
using personalinformation,such as biometric information,about students for the
purposes ofan automated biometric recognition system. Please ensure thatyou have
read this policy which provides further detail governing this use and consent for taking
your child’s fingerprint.

Providing your consent/objecting
As stated above,to be able to use your child’s biom etric information, the written
consentofatleastone parentis required.

You can also object to the proposed processing of your child’s biometric information ata
later stage or withdraw any consentyou have previously given.This means thatifyou
give consent butlater change your mind, you can withdraw this consent.

The academyis also happy to answerany questions you or your child may have.
If you do not wish your child’s biom etric information to be processed by the
academy,oryour child objects to such processing, the law says that we must



provide reasonable alternative arrangements for children who are not going to use the
automated system to access our cashless catering system.

Please note that when your child leaves the academy, or if forsome otherreason they
cease to use the biometric system, their biom etric data willbe securely deleted

Ican confirm thatlhave read and understood the Biom etrics Policy

https://www.abbeycollege.cambs.sch.uk/about-us/statutory-information

| give consent to information from the finger-image of my child being taken and used for
use as partofanautomated biom etric recognition system for the purpose of the
academy canteen.lunderstand thatlcan withdraw this consentatany time in writing.

Yes — 1 dO give CONSENt. . ciciciciciieieieiciceeeeemece e me e |:|

No — I do not give CONSeNt..cocieieimicicicicicecicieeeenemics |:|


http://www.meridiantrust.co.uk/key-information/policies
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