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1. A im s  a n d  In tr od u c tion  

1.1  This  p olic y  fulfils  the  Abb e y C olle g e ’s  oblig a tion to ha ve  a n a ppropria te  p olic y   

d oc um e nt in p la c e  whe re  the  proc e s s ing  of Sp e c ia l C a te g ory Biom e tric  d a ta  is  

c a rrie d  out. 

1.2  The  Biom e tric s  Polic y  g ove rns  the  a c a d e m y’s  c olle c tion a nd  proc e s s ing  of 

b iom e tric  d a ta .  

1.3  The  a c a d e m y will c om ply with the  a d d itiona l re q uire m e nts  of s e c tions  26  to 28  of 

the  Prote c tions  of Fre e d om s  Ac t 20 12, this  inc lud e s  provis ions  whic h re la te  to the  

us e  of b iom e tric  d a ta  in s c hools  a nd  c olle g e s  who us e  a n a utom a te d  b iom e tric  

re c og nition s y s te m . The s e  provis ions  a re  in a d d ition to  the  re q uire m e nts  of G DPR. 

 

2. S c op e  of th e  Polic y  

2.1  This  polic y  a p plie s  to  a ll a c a d e m ie s  who c olle c t a nd  proc e s s  b iom e tric  

d a ta . 

 
3 . R e s pon s ib ility  

3.1  The  Op e ra tions  C om m itte e  with re s p ons ib ility  for Aud it &  Ris k is  re s pons ib le  for 

re vie wing  this  polic y  on a n a nnua l ba s is . 

3.2.  The  He a d te a c he r is  re s p ons ib le  for e ns uring  the  provis ions  in  this  polic y  a re  

im ple m e nte d  c ons is te ntly . 

3.3.  The  a pp ointe d  Da ta  Prote c tion Offic e r ( DPO)  for Abb e y C olle g e  is  Me rid ia n Trus t, 

who is  re s pons ib le  for: 

i. Monitoring  the  a c a d e m y’s  c om p lia nc e  with d a ta  prote c tion le g is la tion in 

re la tion to the  us e  of b iom e tric  d a ta . 

ii. Ad vis ing  on whe n it is  ne c e s s a ry to und e rta ke  a  d a ta  prote c tion im p a c t 

a s s e s s m e nt ( DPIA)  in re la tion to the  a c a d e m y’s  b iom e tric  s ys te m ( s ) . 

iii. Be ing  the  firs t p oint of c onta c t for the  IC O a nd  for ind ivid ua ls  whos e  d a ta  is  

proc e s s e d  by the  a c a d e m y a nd  c onne c te d  third  pa rtie s . 

 

4 . W h a t is  b iom e tr ic  d a ta ?  

4 .1  Biom e tric  d a ta  m e a ns  p e rs ona l inform a tion a b out a n ind ivid ua l’s  phys ic a l or 

be ha vioura l c ha ra c te ris tic s  tha t c a n be  us e d  to  id e ntify  tha t p e rs on; this  c a n 

inc lud e  the ir fing e rprints , fa c ia l s ha p e , re tina  a nd  iris  pa tte rns , a nd  ha nd  

m e a s ure m e nts . 

4 .2   The  Inform a tion C om m is s ione r c ons id e rs  a ll b iom e tric  inform a tion to fa ll und e r 

the  d e finition of “s pe c ia l c a te g ory” d a ta  a s  d e fine d  by the  Da ta  Prote c tion Ac t 

19 9 8 ; this  m e a ns  tha t it m us t be  ob ta ine d , us e d  a nd  s tore d  in a c c ord a nc e  with 

tha t Ac t. 

 4 .3  This  polic y  c om p lie s  with The  Prote c tion of Fre e d om s  Ac t ( s e c tion 26  to 28 )  The s e  

provis ions  a re  in a d d ition to  the  re q uire m e nts  of the  Da ta  Prote c tion Ac t 19 9 8 . 

 

5 . W h a t is  a n  a u tom a te d  b iom e tr ic  r e c og n ition  s y s te m ?  

5 .1  An a utom a te d  b iom e tric  re c og nition s ys te m  us e s  te c hnolog y whic h m e a s ure s   

a n ind ivid ua l’s  phys ic a l or b e ha vioura l c ha ra c te ris tic s  by us ing  e q uipm e nt tha t  

ope ra te s  ‘a utom a tic a lly ’ ( i.e ., e le c tronic a lly) . Inform a tion from  the  ind ivid ua l is   

a utom a tic a lly  c om pa re d  with b iom e tric  inform a tion s tore d  in the  s ys te m  to s e e  if  
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the re  is  a  m a tc h in ord e r to re c og nis e  or id e ntify  the  ind ivid ua l.  

 

6 . W h a t d oe s  pr oc e s s in g  d a ta  m e a n ?  

6 .1  ‘Proc e s s ing ’ of b iom e tric  inform a tion inc lud e s  ob ta ining , re c ord ing  or hold ing  the   

d a ta  or c a rry ing  out a ny  op e ra tion or s e t of op e ra tions  on the  d a ta  inc lud ing  ( but  

not lim ite d  to)  d is c los ing  it, d e le ting  it, org a nis ing  it or a lte ring  it  

6 .2  As  b iom e tric  d a ta  is  c la s s e d  a s  ‘s p e c ia l c a te g ory ’ p e rs ona l d a ta  in  ord e r to 

la wfully  p roc e s s  this  d a ta , the  a c a d e m y m us t ha ve  a  le g a l ba s is  for proc e s s ing .  

W he n proc e s s ing  b iom e tric  d a ta , the  a c a d e m y re lie s  on e xplic it c ons e nt ( whic h 

s a tis fie s  the  fa ir proc e s s ing  c ond itions  for p e rs ona l d a ta  a nd  s p e c ia l c a te g ory  

d a ta ) . C ons e nt is  obta ine d  us ing  the  c ons e nt form  in the  a tta c he d  a pp e nd ix. 

6 .3  The  a c a d e m y proc e s s e s  b iom e tric  d a ta  a s  a n a im  to  m a ke  s ig nific a nt 

im prove m e nts  to the  provis ion a nd  pa ym e nt of s c hool m e a ls . This  is  to e ns ure  

e ffic ie nc y; to e lim ina te  the  ne e d  for c a s h b e ing  us e d  a nd  to s tre a m line  the  

d e live ry of s c hool m e a ls . 

 6.4  Biom e tric  s ys te m s  us ua lly  s tore  m e a s ure m e nts  ta ke n from  a  p e rs on’s  

phys ic a l/ b e ha vioura l c ha ra c te ris tic s  a nd  not im a g e s  of the  c ha ra c te ris tic s  

the m s e lve s . For e xa m p le , a  fing e rprint im a g e  is  not s tore d  on the  s ys te m  but 

m e a s ure m e nts  from  the  fing e rprint a re  c onve rte d  into a  te m p la te  a nd  the  

te m p la te  is  s tore d . The  te m pla te s  a re  a ls o  b iom e tric  d a ta . 

 

7. Notific a tion  a n d  P a r e n ta l C on s e n t 

7.1  The  a c a d e m y will not proc e s s  b iom e tric  inform a tion without the  re le va nt c ons e nt. 

7.2  C ons e nt for s tud e nts  

i. W he n obta ining  c ons e nt for s tud e nts , pa re nts  will b e  notifie d  tha t the  

a c a d e m y inte nd s  to us e  a nd  proc e s s  the ir c hild ’s  b iom e tric  inform a tion. 

The  a c a d e m y only  re q uire s  writte n c ons e nt from  one  p a re nt ( in 

a c c ord a nc e  with the  Prote c tion of Fre e d om s  Ac t 20 12) , provid e d  no p a re nt 

obje c ts  to  the  proc e s s ing . 

ii. If a  pa re nt obje c ts  to  the  proc e s s ing , the n the  a c a d e m y will not b e  

pe rm itte d  to us e  tha t c hild ’s  b iom e tric  d a ta  a nd  a lte rna tive s  will b e  

provid e d . 

iii. The  c hild  m a y a ls o obje c t to the  proc e s s ing  of the ir b iom e tric  d a ta . If a  c hild  

obje c ts , the  a c a d e m y will not proc e s s  or c ontinue  to proc e s s  the ir b iom e tric  

d a ta , irre s p e c tive  of whe the r c ons e nt ha s  be e n p rovid e d  by the  pa re nt( s ) . 

iv . W he re  the re  is  a n obje c tion, the  a c a d e m y will provid e  re a s ona ble  

a lte rna tive s  whic h will a llow the  c hild  to a c c e s s  the  s a m e  fa c ilitie s  tha t the y 

would  ha ve  ha d  a c c e s s  to ha d  the ir b iom e tric s  be e n us e d . 

v. Stud e nts  a nd  pa re nts  c a n a ls o obje c t a t a  la te r s ta g e  to the  us e  of the ir 

c hild ’s / the ir b iom e tric  d a ta . Should  a  pa re nt wis h to  withd ra w the ir c ons e nt, 

the y  c a n d o s o by  writing  to  the  a c a d e m y us ing  the  re le va nt e m a il a d d re s s  

re q ue s ting  tha t the  a c a d e m y no long e r us e s  the ir c hild ’s  b iom e tric  d a ta . 

vi. Stud e nts  who wis h for the  a c a d e m y to s top us ing  the ir b iom e tric  d a ta  d o 

not ha ve  to  put this  in writing  but s hould  le t the ir RSL ( Ra is ing  Sta nd a rd s  

Le a d )  know. 

vii. The  c ons e nt will la s t for the  tim e  p e riod  tha t the  c hild  a tte nd s  the  a c a d e m y 
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( unle s s  it is  withd ra wn) . 

viii. In the  c onte xt of the  Prote c tion of Fre e d om  Ac t 20 12 a  “c hild ” m e a ns  a  

pe rs on und e r the  a g e  of 18 . 

 

7.3 C on s e n t for  s ta ff  

7.3.1  The  a c a d e m y will s e e k c ons e nt of s ta ff b e fore  proc e s s ing  the ir b iom e tric  d a ta .  

7.3.2  If the  s ta ff m e m be r obje c ts , the  a c a d e m y will not proc e s s  or c ontinue  to  

proc e s s  the  b iom e tric  d a ta  a nd  will provid e  re a s ona ble  a lte rna tive s . S ta ff  

who wis h for the  a c a d e m y to s top  us ing  the ir b iom e tric  d a ta  s hould  d o s o by   

writing  to  the  He a d te a c he r. 

7.3.3  The  c ons e nt will la s t for the  tim e  p e riod  tha t the  s ta ff m e m b e r re m a ins  e m ploy e d  

by the  a c a d e m y ( unle s s  it is  withd ra wn) . 

 

8 . Th e  s tu d e n ts  r ig h t to r e fu s e  

8 .1  The  a c a d e m y will not proc e s s  the  b iom e tric  d a ta  of a  s tud e nt und e r the  a g e  of 18  

in the  fo llowing  c irc um s ta nc e s : 

i. The  s tud e nt ( ve rba lly  or non- ve rba lly)  obje c ts  or re fus e s  to  pa rtic ipa te  in  

the  proc e s s ing  of the ir b iom e tric  d a ta  

ii. No pa re nt or c a re r ha s  c ons e nte d  in writing  to the  proc e s s ing  

iii. A pa re nt ha s  obje c te d  in writing  to s uc h proc e s s ing , e ve n if a nothe r p a re nt 

ha s  g ive n writte n c ons e nt 

8 .2  If a  s tud e nt obje c ts  or re fus e s  to  pa rtic ipa te , or to c ontinue  to pa rtic ip a te , in  

a c tivitie s  tha t involve  the  proc e s s ing  of the ir b iom e tric  d a ta , the  a c a d e m y will 

e ns ure  tha t the  s tud e nt’s  b iom e tric  d a ta  is  not ta ke n or us e d  a s  pa rt of a  

b iom e tric  re c og nition s ys te m , irre s p e c tive  of a ny  c ons e nt g ive n by the  s tud e nt’s  

pa re nt( s ) . 

 

9 . Pr ov id in g  a lte r n a tiv e s  

9 .1  Stud e nts  a nd  s ta ff ha ve  the  rig ht to not ta ke  p a rt in the  a c a d e m y’s  b iom e tric  

s ys te m . 

9 .2.  W he re  a n ind ivid ua l obje c ts  to ta king  pa rt in  the  a c a d e m y’s  b iom e tric  s y s te m ( s ) , 

re a s ona ble  a lte rna tive  a rra ng e m e nts  will be  provid e d  tha t a llow the  ind ivid ua l to 

a c c e s s  the  re le va nt s e rvic e , e .g . whe re  a  b iom e tric  s ys te m  us e s  fing e rprints  to 

pa y for s c hool m e a ls , the  p e rs on will b e  a b le  to us e  a  4  d ig it PIN ins te a d  or by 

na m e  lookup . 

9 .3.  Alte rna tive  a rra ng e m e nts  will not put the  ind ivid ua l a t a ny d is a d va nta g e  or 

c re a te  d iffic ulty  in a c c e s s ing  the  re le va nt s e rvic e , or re s ult in a ny a d d itiona l 

burd e n be ing  p la c e d  on the  ind ivid ua l ( a nd  the  s tud e nt’s  p a re nts , whe re  

re le va nt)   
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A p pe n d ix  A  -  S a m ple  

 

NOTIFIC A TIO N O F INTENTION TO PR OC ES S  S TUDENTS ’  B IO M ETR IC  INFO R M A TION  

 

De a r pa re nt/ c a re r,  

 

The  a c a d e m y wis he s  to  us e  inform a tion a bout y our c hild  a s  pa rt of a n a utom a te d   

b iom e tric  re c og nition s ys te m . This  is  for the  purp os e s  of pa ying  for food  via  our c a s hle s s  

c a te ring  s ys te m . The  inform a tion from  y our c hild  tha t we  wis h to us e  is  re fe rre d  to a s  

‘b iom e tric  inform a tion’ ( s e e  ne xt pa ra g ra ph) . Und e r the  Prote c tion of Fre e d om s  Ac t 20 12 

( s e c tions  26  to 28 ) , we  a re  re q uire d  to notify  e a c h pa re nt a nd  obta in the  writte n c ons e nt 

of a t le a s t one  p a re nt b e fore  be ing  a ble  to us e  a  c hild ’s  b iom e tric  inform a tion for a n 

a utom a te d  s ys te m . 

 

B iom e tr ic  in for m a tion  a n d  h ow  it w ill be  u s e d  

Biom e tric  inform a tion is  inform a tion a b out a  p e rs on’s  phys ic a l or b e ha vioura l  

c ha ra c te ris tic s  tha t c a n be  us e d  to id e ntify  the m , for e xa m ple , inform a tion from  the ir  

fing e rprint. The  a c a d e m y would  like  to ta ke  a nd  us e  inform a tion from  y our  

c hild ’s  fing e rprint for the  purp os e  of p rovid ing  your c hild  with our c a s hle s s  c a te ring  

s e rvic e . 

 

This  a utom a tic  s y s te m  will ta ke  m e a s ure m e nts  of your c hild ’s  fing e rprint a nd  c onve rt  

the s e  m e a s ure m e nts  into a  te m p la te  to be  s tore d  on the  s ys te m . An im a g e  of y our c hild ’s   

fing e rprint is  not s tore d .  Mos t of the  d a ta  re la ting  to  the  fing e rprint is  d is c a rd e d  a nd  only  

ra nd om  points  on the  fing e rprint a re  re ta ine d .  The s e  ra nd om  p oints  a re  the n c onve rte d  

into e s s e ntia lly  a  s tring  of num b e rs  a nd  s tore d  on the  Ac a d e m ie s  IC T s e rve r.  As  the  

fing e rprint im a g e  is  not c a p ture d  or s tore d  it would  not b e  p os s ib le  to ‘re c ove r’ the  tota l 

im a g e .  It is  this  s tring  of num b e rs  tha t is  us e d  to pe rm it your c hild  purc ha s e  food .  

 

You s hould  note  tha t the  la w p la c e s  s pe c ific  re q uire m e nts  on s c hools  a nd  c olle g e s  whe n  

us ing  pe rs ona l inform a tion, s uc h a s  b iom e tric  inform a tion, a bout s tud e nts  for the  

purpos e s  of a n a utom a te d  b iom e tric  re c og nition s y s te m .  Ple a s e  e ns ure  tha t you ha ve  

re a d  this  polic y  whic h provid e s  furthe r d e ta il g ove rning  this  us e  a nd  c ons e nt for ta king  

your c hild ’s  fing e rprint. 

 

Pr ov id in g  y ou r  c on s e n t/ obje c tin g   

As  s ta te d  a b ove , to b e  a ble  to  us e  y our c hild ’s  b iom e tric  inform a tion, the  writte n  

c ons e nt of a t le a s t one  pa re nt is  re q uire d .  

 

You c a n a ls o obje c t to the  prop os e d  proc e s s ing  of y our c hild ’s  b iom e tric  inform a tion a t a   

la te r s ta g e  or withd ra w a ny c ons e nt you ha ve  p re vious ly  g ive n. This  m e a ns  tha t if you  

g ive  c ons e nt b ut la te r c ha ng e  y our m ind , you c a n withd ra w this  c ons e nt.  

 

The  a c a d e m y is  a ls o ha ppy to a ns we r a ny q ue s tions  y ou or your c hild  m a y ha ve .  

If you d o not wis h your c hild ’s  b iom e tric  inform a tion to be  proc e s s e d  by the   

a c a d e m y , or y our c hild  obje c ts  to  s uc h proc e s s ing , the  la w s a y s  tha t we  m us t  
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provid e  re a s ona b le  a lte rna tive  a rra ng e m e nts  for c hild re n who a re  not g oing  to  us e  the   

a utom a te d  s ys te m  to a c c e s s  our c a s hle s s  c a te ring  s ys te m .  

 

Ple a s e  note  tha t whe n y our c hild  le a ve s  the  a c a d e m y, or if for s om e  othe r re a s on the y 

c e a s e  to us e  the  b iom e tric  s ys te m , the ir b iom e tric  d a ta  will b e  s e c ure ly  d e le te d  

 

I c a n c onfirm  tha t I ha ve  re a d  a nd  und e rs tood  the  Biom e tric s  Polic y   

 
https://www.abbeycollege.cambs.sch.uk/about-us/statutory-information 
 

I g ive  c ons e nt to  inform a tion from  the  fing e r- im a g e  of m y c hild  b e ing  ta ke n a nd  us e d  for 

us e  a s  p a rt of a n a utom a te d  b iom e tric  re c og nition s y s te m  for the  purpos e  of the  

a c a d e m y c a nte e n. I und e rs ta nd  tha t I c a n withd ra w this  c ons e nt a t a ny tim e  in writing . 

 

 

Ye s  –  I d o g ive  c ons e nt…………………………………………………………... 

 

No –  I d o not g ive  c ons e nt……………………………………………………. 

 

 

Stud e nt Na m e ………………………………………………………………………………. 

 

Ye a r……………………………………………………………………………………………………… 

 

Tutor G roup ……………………………………………………………………………………… 

 

 

 

S ig ne d  …………………………………………………………………………………………………. 

 

Na m e ……………………………………………………………………………………………………. 

 

Re la tions hip  to  s tud e nt…………………………………………………………….. 

 

 

http://www.meridiantrust.co.uk/key-information/policies
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